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Disclaimer 

The Annexes A and B represent the current status and might be subject to changes in later releases. 

The security aspects described in the Annexes must match the functional (TF2) and technical (TF3) 
specifications for all services and use cases covered by C-Roads. Since not all C-Roads services 
have been detailed in the current release of documents, some services are neither implemented in a 
harmonized way nor tested yet, Nevertheless, all the detailed security specifications need to be 
validated in actual tests. The number and depth of test cases for the different services and use cases 
will increase (TF5). Therefore the Annexes will have to evolve based on experience and best 
practises derived from actual tests. 
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Scope of this TF1 security document  

This document describes security aspects that are specific to the domain of cooperative intelligent 
transport systems (C-ITS), especially addressing the needs of the European C-Roads pilots, whether 
they are based on short-range communication (ETSI ITS G5) or existing cellular networks (3G/4G). 
The main focus of this document is to identify the requirements for the interoperability of different C-
Roads pilotsand the technical specification needed to implement the harmonized solution in all 
C-Roads pilots. 

This report mainly covers the security of ETSI ITS G5 communication. Within this it references the 
common EU Trust Model, the related requirements for Public Key Infrastructure (PKI) and the 
technical and organisational elements linked to it. The next version of this report will also consider 
cellular network technologies in more detail, so that the general provisions for a future ñhybridò 
communication approach between road infrastructures and vehicles in C-ITS are included. 

 

Introduction  

The security task force of work group 2 of C-Roads was tasked with describing the overall security 
solution for secure and trustful communication between C-ITS stations in a pilot phase. 

The C-ITS security aspects described within this document are based on two documents from the EU 
C-ITS platform phase two the CP ï its Certificate Policy (CP) and its Security Policy (SP). Further 
reference documents are ETSI and CEN/ISO standards that provide security requirements for the use 
of a PKI to secure V2X communications.  

This report concentrates on the implementation of the European C-ITS CP and SP in the C-Roads 
pilots, including full lifecycle security, e.g. the process steps to register, start-up, operate (including 
updates) and decommission C-ITS stations and the respective secure certificate materials at the end 
of their lifetime. 

The next version of this report will give advice regarding the ñhardeningò (logical and physical) of C-
ITS stations against misuse of the C-ITS station by external parties under any circumstances. Future 
versions of this report will also need to look at how trust in the wider ecosystem can be established. 

This report does not provide a comprehensive list containing all overall ñcybersecurity aspectsò of 
C-ITS stations and technical elements and the necessary provisions for preventing general IT security 
attacks. Out of scope of this report are topics which are not (yet) included in the EU CP. This includes: 
misbehaviour detection of single ITS stations; misuse of certificates; intrusion detection; security for 
the integration of C-ITS stations into other systems; misuse of the entities within the EU Trust Model.     
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List of used abbreviations  

AA Authorization Authority 

API Application Programming Interface 

CA Certificate Authority 

C-ITS Cooperative ITS 

CP Certificate Policy 

CPA Certificate Policy Authority 

CPS Certificate Practice Statement 

CPOC C-ITS Point Of Contact 

CTL Certificate Trust List 

EA Enrolment Authority 

ECTL European Certificate Trust List 

GDPR General Data Protection Regulation 

ITS Intelligent Transport System 

ITS-S ITS Station 

MS Member State 

OBU On Board Unit 

PKI Public Key Infrastructure 

SP Security Policy 

TBC To Be Confirmed 

TBD To Be Defined 

TF1 Task Force 1 

TLM Trust List Manager 

WG2 Working Group 2 
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1 Gap analysis for interoperable security within the EU -
C-ITS system  

The purpose of this chapter is to compare the security specifications of C-ITS defined by C-ITS 
platform with all available implementations from C-Roads partners. Existing PKI solutions with their 
status and the planned efforts for piloting for C-Roads members are provided in more detail in [1] and 
in Section 2 of the current document. 

The main interoperability aspects considered within this analysis are: 

¶ Architecture and Technical specifications 

¶ Governance  

More details about the Gap analysis operation are provided in deliverable [1].  

 

1.1 Gap analysis for hybrid communications  

Currently the term ñC-ITSò is defined in the common European policy documents by referencing ETSI 
EN 302 665 with the phrase ñfunctional entity specified by the ITS station (ITS-S) reference 
architectureò [2, 3]. Currently this is applicable for ETSI ITS G5 communication based on IEEE 
802.11p in the 5.9 GHz band, whereas security mechanisms covering a hybrid communication system 
still need to be defined. 

For hybrid communication systems, a distinction may need to be made between backend/cloud-based 
solutions relying on existing 3G/4G (UMTS/LTE) networks and and those that will use developing 
telecommunication technologies, i.e. LTE-V2X/C-V2X or 5G ñnew radioò technologies. Security 
approaches relevant for LTE-V2X/C-V2X and 5G technologies still need to be determined.  

For communication to and between backend systems, potentially using cloud services and neutral 
servers, message content and quality need to correspond to agreed guidelines. Appropriate security 
mechanisms are required to assure that only thrustworthy parties interact with such ñinterchange 
nodesò, and that confidentiality, integrity and authenticity of content is maintained. 

Since the architecture of a future hybrid communication system is still open, also the security aspects 
have not yet been figured out. This needs to be done in close collaboration with Task Force 4 of 
C-Roads Working Group 2. 

 

1.2 Existing standards  

Within the context of TF1, a deep analysis of the existing security standards is required. A careful 
definition of any additional elements is needed for the implementation of security in the C-Roads 
pilots. 

The main interoperability requirements detailed in existing standards are summarized in the following 
Table 1. A full list of TF1 standards is provided in [4].  

 

Specifications  Details  

Governance  Security Policy & Governance Framework Release 1 

Trust Model  Certificate Policy Release 1.1 
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Certificate Data Structure ETSI TS 103 097 v.1.2.1 

ETSI TS 103 097 v.1.3.1 

Cryptographic Algorithms  ETSI TS 103 097 v.1.2.1 (NIST only) 

ETSI TS 103 097 v.1.3.1 (NIST / Brainpool) 

Certificate Policy v1.1 

Download C-Roads CTL  ETSI TS 102 941 (1.2.1)  

Download C-Roads CRL  ETSI TS 102 941 (1.2.1)  

C-Roads CTL data structure  ETSI TS 102 941 (1.2.1)  

C-Roads CRL data structure  ETSI TS 102 941 (1.2.1)  

Table 1: Main Interoperability Requirements  

 

1.2.1 The impact of ETSI TS 103 097 1.3.1 implementation  

One specific gap concerns the choice of ETSI TS 103 097 version. In order to decide the C-Roads 
certificate data structure version, the impact of the migration of ETSI TS 103 097 from version 1.2.1 to 
version 1.3.1 has been studied.  

The following consequences can directly be derived from the choice to implement the ETSI TS 103 
097 version 1.3.1:  

¶ If ETSI TS 103 097 v 1.3.1 is selected then the new version of ETSI TS102 941 v1.2.1 shall be 
implemented. 

¶ In order to match ETSI TS 103 097 v1.3.1, the certificate verification has been updated in 
ETSI TS 102 941 v1.2.1. Also other PKI management protocols are not backward compatible 
with ETSI TS 102 941 v1.1.1. 

¶ Updating from the previous versions of those two standards to the newly released versions 
causes a significant impact on pilots sites, since new implementations (PKI side and ITS-S 
side) are required and all home PKI requests and responses (AT request, EC request, etc.é) 
will change. Relevant differences are covered in the detailed specifications in Annex A and 
Annex B. 

Due to the significant impact on existing implementations, a migration plan shall be defined, in the 
context of C-Roads TF1, enabling all C-Roads partners to switch to ETSI TS 103 097 v1.3.1 before 
the end of the project.  

This is of particular importance as all EU common elements provided by the European Commission in 
its pilot setup of CPOC, TLM (i.e. access to ECTL) and EU Root-CA will exclusively support ETSI TS 
103 097 v1.3.1 and the corresponding version of ETSI TS 102 941 (v1.2.1). 

 

1.3 Other areas identified in the gap analysis  

As indicated in figure  below, there are several security interoperability aspects that need to be further 
considered.  
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Figure 1: C-Roads Interoperability Process 

 

1.4 Governance  

In C-Roads TF1, the classification and the definition of roles indicated in [3] has been adopted (see 
chapter 3), some more details about the essential roles are provided in [1]. 

There are central entities foreseen in CP and SP which are missing, in particular the following:  

- TLM ï Trust List Manager 

- CPOC ï C-ITS Point of Contact 

These will need tobe developed commonly with the European Commission based on ETSI TS 103 
097 1.3.1 and ETSI TS 102 941 1.2.1 
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2 C-ITS security aspects for the piloting phase  
This chapter contains the main elements for guaranteeing basic security for the communication in a 
C-ITS network during the piloting phase of C-Roads.It will try to identify those aspects of the EU CP 
document which need to be further developed for the piloting of C-ITS. It will also identify elements 
which need to be validated during this phase in order to prepare for the full operative roll out of C-ITS 
on roads in Europe.  

 

2.1 Functional security requirements  for C -ITS 

As a starting point it needs to be stated that the functional security requirements for I2V and V2V 
communication are similar, in most of the aspects even the same for all ITS stations involved. Since 
there are several ITS station types forming a communication network, e.g. C-ITS-S, R-ITS-S and V-
ITS-S, there is also a number of ñnetwork operatorsò which collectively are performing the required 
tasks, including the security related duties of a network operator of a communication network. One 
major difference regarding the various station types is concerning potential privacy issues, i.e. the risk 
of tracking C-ITS stations. Therefore ñnormalò vehicle C-ITS stations, which are operated for the 
provision of C-ITS services to (private) end users, need to change their (pseudonymous) identities in 
C-ITS messages according to requirements given in the CP and/or the Basic System Profile of C2C-
CC. This privacy requirement is not necessarily applicable for road side stations or road operator 
vehicles.  

The ñDay One C-ITS servicesò as basically defined in the C-ITS Strategy [5] COM (2016) 766 and 
more detailed in the Infrastructure based communication profile, elaborated in TF3 of C-Roads, are 
very similar warnings and dynamic traffic notifications for different transport environments, vehicle 
categories etc., which all share the same security requirements. Therefore the basic technical 
elements needed for guaranteeing secure communications in a C-ITS network will be independent 
from the single application or message format transmitted between the stations involved. 

To ensure EU-wide interoperability of C-ITS services it is widely accepted that C-ITS in Europe is 
working within one trust model, and this trust model is based on a PKI-Infrastructure comprising all C-
ITS stations, vehicle based ones and road infrastructure based ones within the same CP. This CP 
describes the details of the security provisions from the single C-ITS station operator with the 
complete link of the chain of trust via the EA ï Enrolment Authority, AA ïAuthorisation Authority and 
sub-CA´s to the central EU elements, CPOC ï C-ITS Point of Contact and TLM-Trust List Manager as 
well as a European Root CA. 

In the CP, also the process and communication steps between these entities are defined for the 
connection to other basic elements of the PKI infrastructure. These special provisions have to be 
taken into account by the single organisation participating to the PKI system. In order to ensure the 
same level of security as applied within the PKI structure, also the communication links with external 
entities need to be properly defined, e.g. when transmitting authorisation tickets or enrolment 
certificates to a single C-ITS station.        

The functional security requirements are defined for the whole group of ñDay One C-ITS Services ñ as 
one common group with the following details:  

a. Authorization level (including the verification of the validity of certificates, verification of 
revocation status of the certificate, verification of trust chain as a whole): The verification of 
the validity of a certificate is performed by using the message signature and the public key 
contained in a certificate. The respective CA, which issued the certificate and its key pair, 
is also included, so that the corresponding CA can also be validated. Following this so-
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called chain of trust up to the issuing Root CA and checking the currently valid ECTLò, the 
trustworthiness of received messages can be checked. 
The verification of the trust chain as a whole works according to the principle that all 
elements in the trust chain need to be covered by a trust relation and the overall chain is 
only as trustful as the ñweakest linkò in this chain. This means that a consistently high level 
of trust needs to be applied to all elements involved in the trust chain. This is defined in the 
CP, including processes for all elements involved.  

b. Data retention (affecting privacy and data protection regulation): Data retention should be 
performed in accordance with the guidance provided in the SP (see below). Data retention 
periods might also be subject to local legislation (according to GDPR Art.5), and 
inconsistencies and repercussions should be investigated. 
o For communications from road side units and infrastructure ITS stations, data privacy 

is not considered a major issue since the requirements have already been defined in 
the SP. The applied general concept in the SP for all these Infrastructure based C-ITS 
stations is that personally identifiable information (e.g. certificates and identifiers that 
are attached to C-ITS messages) should not be retained for more than a maximum of 5 
minutes in order to achieve widest data anonymity. 

o This concept implies that only anonymized data and/or average values will be used, 
e.g. for traffic management purposes. This may have consequences for the output of 
road side related traffic monitoring e.g. for vehicle speed calculations in traffic flow 
models, or for vehicle trajectories at intersections.  

o Additionally, road operatorôs and road authorityôs vehicles might be subject to specific 
regulation, particularly regarding the supervision of workers and the right to privacy of 
the people using these vehicles containing C-ITS stations.  

o The most critical factor is the vehicle ITS-S and the risk of being tracked as a user. 
This aspect is out of scope for C-Roads TF1 

c. Data privacy: Data privacy is provide through the structure of the PKI as defined in the CP. 
Organisational separation of roles is a general design principle of the European Trust 
Model. The,roles of EA and AA are completely separate, with separation of processes 
relating to long term keys (for signing certificate requests) and the short term keys (used 
for authentication of the single messages). Additionally the short term certificates, used for 
the signature of the message, are regularly changed in the C-ITS station during operations 
and repetition of the use of the same certificate is restricted. This is to reduce the 
possibility to track or follow a specific user over an extended period of time. The CP 
defines the maximum number of certificates that may be active at one time as 100 
certificates for a validity period of 1 week. 

d. Permissions: The permission levels and attributes for different kinds of vehicles (private, 
public e.g. police, or service vehicles) are currently not widely implemented, but at least 
the right of CAs to issue certain SSP (Service Specific Permissions) within the certificates 
should be addressed in the piloting phase of C-Roads. The detailed SSP specifications 
can be found in the Annexes. 

e. Common central elements of the European Trust Model: Central entities like TLM and 
CPOC need to come to common specifications within C-Roads. Some of the related 
definitions (e.g. ECTL format) have just recently been completed in the update of standard 
TS 102 941, version 1.2.1 in May 2018. Preparations for first implementations are currently 
in progress and expected to be available soon. In order to make first steps for 
implementations for the piloting phase possible, these central elements will be set up 
according to the decisions taken by all C-Roads members together with the European 
Commission.  

f. Revocation: Revocation of single C-ITS stations is not foreseen in the current CP. Instead 
a ñrevocation by expiryò is specified, which means that short term certificates for 
communication have a rather short validity time, e.g. one week, and after that defined 
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period they are not trusted anymore. In this mechanism it is important to limit the maximum 
preloading time to a reasonable time span. Preloading defines how long in advance short 
term certificates, which are valid for a specified period and are intended for later use, can 
be loaded onto the vehicle. A too long preloading period, e.g. of several years, would pose 
a risk to the C-ITS trust system, since these certificates cannot be individually revoked 
later on. 
Revocation of CAôs is foreseen. This requires a reliable, frequent distribution of the ECTL 
to all system operators using online access where appropriate. If a single CA from one 
operator is revoked, e.g. in case of a severe security breach, all certificates of the 
respective CA are revoked at the same time because they are not trusted members of the 
C-ITS network any more.    

 

2.2 Compliance assessment for security  

This subsection deals with security requirements on C-ITS system level as defined by the 
common European policy documents, focusing mainly on ITS stations operated in the name of 
road authorities. There are similar requirements for all other ITS stations, which are not 
explicitly addressed in this report. 
There is currently no common protection profile for road side stations defined in C-Roads. 
According to the security requirements from the European CP and SP, Common Criteria (ISO 
15408) and the international SOG-IS agreement provides a part of the security framework to 
be used for the assessment/certification of C-ITS stations. Self-assessments of operators of 
C-ITS stations are acceptable only during the initial setup phase. 
This point of view is shared and takes into account the existing provisions in terms of security 
of the road operators and public authorities responsible for large IT and sensor networks and 
their regular and reliable operation. For the fully operational phase beyond 2020, one 
necessary step will be to define a common protection profile for roadside C-ITS stations and 
perform a certification scheme according to an agreed Common Criteria catalogue. The 
discussion of this process has only recently been kicked off in TF1.  
Full detailed definition of the certification scheme and auditing requirements foreseen in the 
CP and SP is needed. This will be required for the operational phase of C-ITS at large scale. 
 

2.3 Agreed security elements  

 
For the piloting phase of C-Roads, with limited numbers of C-ITS stations deployed on public 
roads, the following elements are agreed between the C-Roads members in order to 
harmonize the first elements put into operation on public roads: 

¶ ECTL format and the use of this ECTL in C-Roads pilots using the specifications provided 
by the new version 1.2.1 of ETSI TS 102 941 released in May 2018. 

¶ agreement on a provisional CTL/CRL format and the use of this provisional CTL/CRL 
format in pilots which have not yet updated from TS 103 097 v1.2.1 and TS 102 941 
v1.1.1,see also Annex A and [1]. 

¶ an interoperable C-ITS station implementation including the security layer in the basic 
ETSI standards, including the secure key storage, for details please see the full list of 
standards.  

¶ a common TLM with responsibilities and tasks defined for the piloting phase of 
C-Roads and the future extension to full operational capability, preferably operated by 
the EC asap. 
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2.4 Security provisions of C-Roads  pilots  

The following subsections/tables provide an overview for the provision of central elements in the C-
ITS piloting phase in different C-Roads member states for the setup/piloting phase of C-Roads (until 
2020), and for a fully operational phase of C-ITS in Europe (beyond 2020).In order to take full 
advantage of the piloting phase for the later operations many C-Roads members have planned to 
take their decisions regarding the operational phase in 2019/2020.   
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2.4.1 Pilot Phase (until 2020)  

The security activities of the C-Roads pilots and their contributions to the Pilot phase of C-ITS. 

 

C-Roads  
Member  State 

TLM CPOC RootCA  EA  AA  ITS 
station 
types  

Included in 
C-Roads  Pilot  

Pilot 
Operation  
ongoing?  

Austria  No No Contract Contract Contract R-ITS-S Yes/contractor Yes 

Belgium  
(Flanders  and 
Wallonia ) 

No No TBD TBD TBD C-ITS-S Yes 

(see below) 

By Q4/2018 

- Q1/2019 

Czech Republic  No No National National National All Yes Yes, 
operated by 
O2 

Denmark  No No TBD TBD TBD C-ITS-S NordicWay2 Starting 
Q2/2019 

Finland  No No TBD TBD TBD C-ITS-S NordicWay2 Starting 
Q2/2019 

France  Yes, 
PMA at 
national 
level 

Yes, 

on 
national 
level  

National  National National ALL Yes  Yes 

Germany  No No National National National R-ITS-S Yes Yes 

Hungary         TBD 

Italy  No No Contract Contract Contract R-ITS-S Yes TBD 

Netherlands  No No National CA 
Provider 

RWS / 
RDW-V-ITS 

RWS / 
RDW-V-ITS 

R-ITS-S Yes TBD 
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C-Roads  
Member  State 

TLM CPOC RootCA  EA  AA  ITS 
station 
types  

Included in 
C-Roads  Pilot  

Pilot 
Operation  
ongoing?  

Norway  No No TBD TBD TBD C-ITS-S NordicWay2 Starting 
Q2/2019 

Portugal  No No National National National All Yes TBD 

Slovenia         TBD 

Spain  No No National National National All yes TBC 

Sweden  No No TBD TBD TBD C-ITS-S NordicWay2 Starting 
Q2/2019 

UK        TBD 

EC DG JRC Q1/201
9 TBC 

Q1/2019 
TBC 

2019 TBC 2019 / 2020 2019 / 2020 All Yes by 2018 or 
2019 

 

For this table of the security provisions the C-ITS stations are divided into Roadside ITS Stations ï R-ITS-S and Vehicle ITS-Stations 
ï V-ITS-S, and Central ITS Stations ï C-ITS-S. In some C-Roads pilots the security preparations are executed for all C-ITS Stations. 

A conclusion of this overview table for the piloting phase of C-Roads is that the provisional central elements are needed for the 
interoperability of the security solution provided. An interim solution will be made available from the EC by Q1/2019 (Tbconf.). This 
may comprise the TLM and a simple web site to provide the ECTL. Piloting and setup of this function needs to coordinated with the 
C-Roads Member States. The detailed setup conditions and the partners who can/will use these elements in the piloting phase of 
C-ITS need to be agreed between the parties involved. At the same time all pilots need to make sure that they are future proof for, or 
prepare a migration path to, the future common solution which will be provided by the future EU wide network layouts of C-ITS. 
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2.4.2 Operational Phase  (beyond 2020)  

The initial setup described in section 2.4.1 will have to migrate to the targeted European Trust Model in the future. Therefore the table 
will look different for the operational phase of the European C-ITS system, once the central European entities, e.g. Trust List 
Manager, CPOC, European RootCA and sub-CAs, are fully operational and available to all stakeholders, which will be the case from 
2020 on. 

 

C-Roads  
Member  State 

TLM CPOC RootCA  EA AA ITS 
station 
types  

Pilot 
elements  

operational  

Austria  EU EU Contract Contract Contract ALL SSP´s Open, decision by 
2019 

Belgium  
(Flanders  and 
Wallonia ) 

EU EU tdb tdb Tdb Tdbef.  TBD 

Czech Republic  EU EU      TBD 

Denmark  EU EU TBD TBD TBD TBD  TBD 

Finland  EU EU TBD TBD TBD TBD  TBD 

France  EU EU National National National ALL  TBD 

Germany  EU EU National National National R-ITS-S  TBD 

Hungary  EU EU      TBD 

Italy  EU EU Contract Contract Contract ALL  TBD 

Netherlands  EU EU      TBD 

Norway  EU EU TBD TBD TBD TBD  TBD 

Portugal  EU EU TBD TBD TBD TBD TBD TBD 

Slovenia  EU EU      TBD 
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C-Roads  
Member  State 

TLM CPOC RootCA  EA AA ITS 
station 
types  

Pilot 
elements  

operational  

Spain  EU EU National National National All  TBD 

Sweden  EU EU TBD TBD TBD TBD  TBD 

UK EU EU      TBD 

EC DG JRC EU EU EU EU EU All TBD 2020 TBC 

 

For this table of the security provisions the C-ITS stations are divided into Roadside ITS Stations ï R-ITS-S and Vehicle ITS-Stations 
ï V-ITS-S, and Central ITS Stations ï C-ITS-S. In some C-Roads pilots the security preparations are executed for all C-ITS Stations. 

Pilot elements in the table above are intended to be included in the C-ITS piloting phase in C-Roads in order to be discussed 
afterwards, based on the pilot results, when these elements can be introduced. E.g. SSP´s for public service vehicles   

A conclusion of the overview table for the operational phase is that currently Germany and France have planned to setup Root CA , 
EA, and AA at national level and these are defined to be responsible for R-ITS-S in Germany and for all ITS-S in France. Most of the 
other C.Roads members still need to decide how to proceed after the piloting phase. It can be concluded that currently all members 
support the foreseen EU central elements. In addition to public authorithies setting up CAôs it is probable that also vehicle 
manufacturers may do so and form part of the secure and trusted C-ITS network in Europe. The time frame for setting up all the 
necessary elements for operating this future trusted network is from 2020 onwards. The technical aspects are only one part to be 
solved. The governance elements, which are defined in the following chapter of the report, also need to be elaborated and agreed 
during the piloting phase of C-ITS.  
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The explanation of the single elements in the table above will be added in more details; currently the 
situation is as follows: 

1. Austria: Motorway Operator ASFINAG has decided in the cooperative corridor project to use 
the central elements of the PKI system from the German partners and have contracted the 
provision of the security certificates for the road side ITS Stations involved directly from project 
partners. These partners have also taken over the role of the EA and AA for the duration of the 
corridor project and for the testing and validation sessions involved. For the later operational 
phase of C-ITS introduction on Austrian motorways this position needs to be evaluated once 
again and therefore the position for the operational C-ITS roll-out is currently open, the 
decision will be taken in till 2019.   

2. Belgium/Flanders: The questions around the PKI are under investigation and need to be 
agreed. Details about Setup Phase: 

The Belgium Flanders Pilot currently being built for C-Roads is using cellular communication 
to personal devices. The cloud Central-ITS-Station will be in the EU Trust domain, the 
personal devices may be outside the EU Trust domain. The PKI specifications for the cellular 
implementation still are to be decided in TF4. In the scope of the pilot for InterCor a 
combination of ITS-G5 and cellular is being deployed in Belgium Flanders, with operations 
from Q3-Q4 2018 until Aug 2019. For ITS-G5, the communication is using the Intercor PKI 
specifications for R-ITS-S and V-ITS-S (outside EU Trust domain, since the previous versions 
of the relevant security standards are still in use). PKI specifications for cellular are also still 
under investigation within Intercor. 

3. Czech Republic: For the piloting phase of C-Roads the PKI elements have been contracted 
from a telecom provider for all types of C-ITS stations, the decision for the future operational 
phase still has to be taken. 

4. Denmark: The NordicWay2 pilots, to which the Nordic countries participate, will use cellular 
communications. The backend will be in the EU Trst domain. The details of the security are to 
be discussed in collaboration with TF4. For the operational stage, the decision will depend on 
the national policy covering future deployments.  

5. Finland: The NordicWay2 pilots, to which the Nordic countries participate, will use cellular 
communications. The backend will be in the EU Trst domain. The details of the security are to 
be discussed in collaboration with TF4. For the operational stage, the decision will depend on 
the national policy covering future deployments. 

6. France: Has decided to setup also central elements of the PKI infrastructure, like the CPOC 
because they were necessary to support the piloting phase of the SCOOP@F project and the 
mobile and fixed C-ITS stations. For the national pilot also the data privacy authority was 
formally involved and agreed to the proposed end user involvement and data procedures. For 
the C-ITS deployment phase no final decision in relation to Central PKI elements has been 
taken yet, so the information provided in the table above should be seen as preliminary. 

7. Germany: A pilot version of the required PKI has been set up as part of the German C-ITS 
Corridor activities. The German PKI provides Root CA as well as EA and AA. Serving as a 
basis for tests of first C-ITS implementations and the required trust relations, the PKI is fully 
operational and already used by different stakeholders. The policy of this PKI has been 
created in close collaboration with the German Federal Office for Information Security (BSI), 
and it can also be updated, e.g. switching to certificate and protocol formats/versions, in order 
to be in line with common C-Roads specifications. In a later stage, where fully operational 
entities are also provided on a European level, the system will have to be adopted in terms of 
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protocols used for requesting certificates, and the format of the ECTL agreed with the 
implementers of the central elements.  

8. Hungary: No decision taken yet. 

9. Italy: No decision taken yet. 

10. Netherlands : Rijkswaterstaat will start piloting with certificates according to the EU CP for 
InterCor and the cooperative corridor in 2018. Initially the certificates will be provided by the 
national CA provider. No decision has been made yet for C-ITS deployment. 

11. Norway: The NordicWay2 pilots, to which the Nordic countries participate, will use cellular 
communications. The backend will be in the EU Trst domain. The details of the security are to 
be discussed in collaboration with TF4. For the operational stage, the decision will depend on 
the national policy covering future deployments. 

12. Portugal: For the piloting phase, CTAG will setup national authorities (Root CA, EAs and AAs) 
for the Portuguese pilot sites. A decision regarding the operational phase is not taken yet. 

13. Slovenia: No decision taken yet. 

14. Spain: For the piloting phase, CTAG will setup all authorities (Root CA, EAs and AAs) for the 
Spanish pilot sites. It is planned to keep this configuration also for the operational phase, but 
final decision is bind to the piloting phase results.  

15. Sweden: The NordicWay2 pilots, to which the Nordic countries participate, will use cellular 
communications. The backend will be in the EU Trst domain. The details of the security are to 
be discussed in collaboration with TF4. For the operational stage, the decision will depend on 
the national policy covering future deployments. 

16. United Kingdom is not yet in a position to complete this until the A2M2 design has been 
approved. This will be the first deployment of a C-ROADS pilot and UK will take a decision on 
the C-ITS security implementation for the piloting in Q2/2018. The UK have yet to make a 
decision on the structure for the operational phase. 

C-Roads partners who did not provide detailed feedback still have to make the decision how to 
proceed with the necessary security elements for C-ITS introduction. Most of them will use the 
experiences and lessons learned during the piloting phase in 2018/2019 and then decide for the next 
steps, especially for the R-ITS-S and the central elements of the PKI.  

 

2.5 Certificate Policy and proposals for piloting  

The EU Security Policy version 1.0 for C-ITS has been published and the Certificate Policy has been 
released as version 1.1. These documents define several aspects, also for the piloting phase, e.g. the 
concrete number of concurrently valid certificates, their validity duration, and the exchange 
mechanism for them. 

However, as stated previously, there will still be elements that need to be further defined for the 
piloting stage for example the following elements need to be taken into account:  

¶ The exact data format of the (E)CTL, which will be used for the operation of the C-Roads 
pilots. The ECTL format is specified in ETSI TS 102 941 v1.2.1, which requires the use of 
certificates according to ETSI 103 097 v1.3.1. For certificates according to ETSI TS 103 097 
v1.2.1, there is no standardised CTL format available. Therefore close collaboration with EC is 
required in order to allow for a smooth introduction and transition, especially in case of 
potential (decentralised) preliminary solutions that had already been set up wihin C-Roads 
projects and that need to the migrate to the use of central trust entities (TLM/CPOC). 
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¶ As an interim solution, proposals for the ECTL can be considered within TF1 and may be 
officially approved by the C-Roads SCOM. This path is suggested as the certificate policy 
authority foreseen in the CP has not yet been established in time for the start of the piloting 
phase. 

¶ As piloting progresses, further elements of the security policy may also need to be defined 
ahead of the formation of the EU C-ITS governance structure.  It is proposed that a similar 
approach is adopted for these. Where technical elements are implemented in the piloting 
phase it is further proposed that there should be a feedback mechanism for technical 
validation. 

There will be other elements like these, where a provisional definition of policy elements is needed in 
C-Roads in order to start the piloting and demonstration phase with security mechanisms in place. 

These elements will need to be set up and established for the operational phase of C-ITS fully in line 
with the EU Security policy document, and the time frame of the C-ITS piloting should also be used to 
define and agree on these entities.  
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3 Governance structure for security  
The document Security Policy & Governance Framework for Deployment and Operation of C-ITS 
(Release 1. Dec. 2017) (hereafter SP) defines the Governance Framework and roles in its section A, 
and the Security Policy in section B. The aim of this chapter 3 of this document is to highlight the 
points that require clarification for the implementation of the C-ITS pilots in C-Roads project. 

In section 3.1 a brief description of the required entities is given, followed by separate sections 
describing the interactions between those entities in a stepwise aproach. 

The aim of those latter sections is to summarise the main governing functions and responsibilities 
associated to those interactions, providing a basis for the definition of the communication processes 
that need to be defined as part of the sub-roles activity. SP describes those activities, but in many 
cases, it is centered in the governing body, mentioning only one of the sides of the communication, 
and making difficult to understand the shared responsibilities associated to the interaction between 
the counterparts. This could make difficult to understand what is needed to make the exchange of 
information. For this reason, the following sections complement the descriptions made in SP and aim 
at summarising the descriptions given there from a communications interface perspective. 

3.1 Governance Framework requirements  

Based on SP, the bodies acting as stakeholders in the governance of the C-ITS framework are: 

 
1. European Commission (EC) 
2. Member States  
3. Vehicle Manufacturers 
4. Road Infrastructure Managers / Operators 
5. Users and Transport Associations 
6. Equipment Suppliers: Manufacturers / Operators 
7. Accredited security auditors  
8. Article 29 GDPR / Data Protection Authorities 

For most of the governing bodies, as indicated in Table 2, the SP foreses a public private partnership 
(PPP) as the type of legal entity, but this is not applicable for all roles.  

 

Roles  Sub-Roles  Legal Entity  Coordinatin g 
Stakeholders  

Participating 
Stakeholders  

Policy 
Framework  

C-ITS Governing 
body 

C-ITS PPP #1 SE 1 or 2 1,2,3,4,5,6 

C-ITS Supervision 
Body 

C-ITS PPP #2 SE 1 and/or 2 1,2,3,4,5,6, 

C-ITS Certificate 
Policy Authority 

C-ITS PPP #3 SE composed by 2 1,2,3,4,5,6 

Privacy Policy 
Authority 

C-ITS PPP #3 SE 2 1, 2, 3, 4, 5, 6, 8 

Security Policy 
Authority 

C-ITS PPP #3 SE composed by 2 1,2,3,4,5,6 

Compliance 
Assessment Body 

C-ITS PPP #4 SE 2 and/or 3 and/or 4  1,2,3,4,5,6,7, 

C-ITS 
System 
Management  

Operations 

Governing Body 

C-ITS PPP #5 SE 2 and/or 3 and/or 4  1,2,3,4,5,6, 
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Roles  Sub-Roles  Legal Entity  Coordinatin g 
Stakeholders  

Participating 
Stakeholders  

C-ITS 
System 
operation  

Operations Manager - MI  2,3,4 

Trust List Manager EC 1  

C-ITS Point of 
Contact (CPOC) 

EC 1  

Accredited PKI 
Auditor 

See existing 
List of Member 
States 

2 7 

Table 2: Stakeholder categories involved in governing bodies (SE=Single Entity on EU level, MI=Multiple Instances on EU level) 

The detailed structure of the C-ITS PPP legal entities is still to be defined in the SP. This section 
considers requirements for the governing boards that are needed for the piloting phase of the 
C-Roads project. For this state the key entities needed are the Certificate Policy Authority, the Trust 
List Manager and C-ITS Point of Contact:. 

¶ For the C-ITS Certificate Policy Authority (CPA) during the pilot phase, Member States 
representatives in C-Roads, SCOM and EC could provisionally lead such a PPP for C-ITS. 
OEMs representative organisations like C2C-CC and ACEA could also participate. This interim 
CPA would only be expected to perform tasks needed for the pilot phase. The main task would 
the approval process for Certificate Authorities to be listed in the provisional ECTL. 

¶ Trust List Manager and C-ITS Point of Contact (CPOC) are assigned and assumed directly by 
the EC, even in the early stages of C-Roads pilots, so no interim approach definition is 
needed. 

In later stages of the project, if resources are available, other interim entities required for the correct 
functioning of the C-ITS could be considered, including: 

¶ Privacy Policy Authority: Its role could be observation of Data Privacy regulations in the 
Member States, and liaising with the Art 29 Committee, and the Member States Data 
Protection Authorities. Its main responsibility would be advising Compliance, Operations and 
CP bodies about relevant legislative changes that could require updates in the C-ITS units and 
interactions.  

¶ C-ITS Governing Body and C-ITS Supervision Body: EC may lead this PPP in the future, in 
the short term C-Roads steering committee could be asked to assume this role, if it is agreed 
that this is required for the piloting phase. 

¶ Compliance Assessment Body:An interim body could be established to coordinate compliance 
activities in the piloting phase (in relation to interoperatibility and liaise with standardisation 
bodies, such as ETSI and CEN/CENELEC. If resources permit , WG2 or its TF1 could assume 
this role. The desired outcome would be identification of standards and profiles that are 
needed to guarantee the desired interoperability. 

¶ Operations Manager and Accredited PKI Auditor roles will be played by individual 
organisations actors under the supervision of Member States, e.g. operator of the 
infrastructure of every pilot, or PKI Auditor appointed by the PKI of one Member State or 
Manufacturer. 

In the mid-term, it could be interesting to start creating the referenced PPPôs as ad-hoc groups within 
C-Roads, composed by the members of the consortium in the different member states, that belong to 
the categories of stakeholders that should participate in every C-ITS PPP, as defined in the SP. This 
would allow testing the interactions between the governing bodies of the framework and clarifying 
their responsibilities and functions associated to every sub-role. 
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The following sections describe the interactions between the governing bodies in three steps, starting 
with the interactions between the certificates management governing entities (C-ITS Certificate Policy 
Authority, CPOC and TLM), adding interactions of these with other entities in a second step, and 
ending with the final operational scenario defined in SP.  

3.2 Interactions between certificate management governing entities  

Figure 2 shows the overall C-ITS governance structure as outlined in the SP, including the 
interactions between the governing bodies. As defined in the governance framework, this includes the 
roles that are involved in the management of the PKI, which are most relevant for TF1. 

 

Figure 2: Governance structure including security aspects, e.g. PKI and certificate management entities 

The main focus of the interactions in this section are those required in the early pilot implementations, 
between the three bodies managing the PKI certificates required by the pilots to guarantee integrity 
and authenticity of the exchanged messages (The complete description of the roles of the C-ITS 
Certificate Policy Authority, TLM and CPOC can be found in the CP and fully apply to all C-Roads 
pilot deployments): 

1. Certificate Policy Authority (CPA) vs Trust List Manager (TLM) interactions: 

¶ CPA is responsible of authorising the TLM to operate and report regularly, 

¶ CPA should inform the Trust List Manager about updates in the CP and PKI authorisation 
management.  

¶ TLM reports to the policy authority for the overall secure operation of C-ITS trust model, 
including generation and update of the ECTL and compliance with valid CP. 

¶ CPA is responsible of notifying the TLM about trustable/non-trustable root CAs and their 
certificates on the basis of the received approval reports of the root CAs and the regular 
operations reports  
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¶ TLM is responsible of inclusion/exclusion of root CA certificates in ECTL upon notification 
by the Policy Authority, 

¶ TLM is responsible of operation of the ECTL according to the common valid CP and 
regular activity reporting to the CPA for the overall secure operation of C-ITS trust model, 

2. CPA vs C-ITS Point of Contact (CPOC) interactions: 

¶ CPA is responsible of authorising the CPOC to operate and report regularly,  

¶ CPA should inform the CPOC about updates in the CP and PKI authorisation 
management. 

¶ CPA is responsible of the approval of the root CAôs CPS if in line with the common and 
valid CP, 

¶ CPA is responsible of decision if root CAs are trustable, 

3. CPOC vs  TLM interactions: 

¶ CPOC reports individual root CA updates to TLM for publication and update of the ECTL,  

¶ TLM is responsible of reception of root CA certificates from the CPOC,  

¶ TLM is responsible of regular and requested transmission of ECTL to the CPOC.  

In general, all exchange requirements with CPOC have to be established bearing in mind that it is 
a unique entity, appointed by the CPA. The CPOC is responsible for: 

¶ Establishing and contributing to secure communication exchange between all entities of 
the C-ITS trust model in an efficient and fast way, (internal exchange) 

¶ Reviewing of procedural change requests and recommendations submitted by other trust 
model participants (i.e., root CAs), (internal exchange) 

SP annex A.3 sections A.3.1 and A.3.3 contains descriptions of their detailed roles. Figure 3 shows 
the trust model from a different perspective and in more detail, indicating the required interoperability 
requirements between different kinds of CA, CPOC and TLM.  

 

Figure 3: Interoperability Requirements: European Trust Model 

Moreover Figure 3 is showing that CPOC is acting as coordination point between individual root CAs, 
these exchanges are not visible as CPOC responsibilities in the general C-ITS Governance 
Framework as depicted in Figure 2. 
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3.3 Interactions between certificate management entities and other 
governing entities  

This section describes the interactions between the three most important bodies and the other bodies 
of the Governance Framework. In the first stages of the project pilots these will be considered 
interactions with the ñexternal worldò, since the other bodies will not have been implemented yet. 

This section describes potential interim solutions for the functioning of the governance structure of the 
PKI foreseen in the CP/SP during the piloting phase, until those entities are established. Figure 4 
provides an overview of the interactions of the various entities and those entities that are potentially 
needed for the piloting phase.  

 

 

Figure 4: Interactions between PKI certificate management entities and other governing bodies (red numbers) 

Those interactions are shown in Figure 4 and are listed below: 

4. TLM vs Operations Governing Body interactions:  

¶ TLM is responsible of reporting Operations Governing Body about any updates in the 
ECTL and root CA. Whilst the Operations Governing body will not be implemented, those 
notifications should be made directly to Pilot Operators 

¶ TLM is responsible of Signing of the ECTL,  

5. CPOC vs Operations Governing Body interactions: 

¶ CPOC is responsible of reporting Operations Governing body about any updates in the 
public key of the tlm and individual root CA managers. Whilst the Operations Governing 
body will not be implemented, those notifications should be made directly to Pilot 
Operators. 








































